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Security Testing  
for End-Users 



What Is Security Testing? 
•  Systematic injection of known failure patterns designed to 

discover programming flaws 
–  This is known as “fuzzing” 

•  Purpose: Improve robustness by removing bugs 
–  Must observe the system under test 

•  Correlate test cases with system misbehavior 

•  Also, other kinds of security testing are valuable in other 
contexts 
–  Known vulnerability testing 

•  Replay of specific CVE or other known bugs 
–  Denial-of-Service testing 
–  Scale testing 
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Replace “Fire!” with “Stuxnet”? 
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Oh No! Another 0-Day? 
•  What is a 0-Day? 

–  It’s something that catches you by surprise 

 
•  We know that all software has bugs 

–  So: Why are we always surprised? 

•  What if you already knew about most issues before they 
were made public? 

•  The issue isn’t the code size, it’s the state space 
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Security Testing? How Difficult Is It? 

5 



Is There a Better Way? 
•  Security testing can help vendors and end-users 

collaborate 
–  Security testing has been deployed by end-users and vendors in 

the IT world for over 5 years 

•  What are the real challenges around ICS security? 
–  Disclosure policy vs. risk of disclosure vs. difficulty of patching 

•  These discussions are important but uncomfortable 
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The Vicious Cycle 
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Someone *Is* Out to Get You 
•  Disclosure 

–  Information released by someone who knows more about your 
systems than you do 

–  End-user stance should be to assume that disclosure is irrelevant 
•  It’s not paranoid to assume that someone is out to get you 

•  Risk of Attack 
–  Is higher before disclosure since you won’t have deployed any 

compensating controls 

•  Difficulty of Patching 
–  The IT world is equally beset with these difficulties…many 

systems are running older code 
•  They protect their critical assets from a known-toxic environment 
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Why Is Disclosure Challenging? 
•  Premise behind disclosure being seen as a thorny issue is 

that effects are presumed to be widespread 

•  Whether that's actually the case depends on many factors 
–  Is the bug in an OS or app? 
–  Is the bug in a lower-layer protocol? 
–  How “popular” is the device with the bug ? 
–  Does the defect only appear in certain configurations? 
–  How “popular” is the affected use-case or configuration? 
–  Can the trigger mechanism can be blocked before it reaches the 

target? 
–  Etc. 
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A Little Knowledge Is a Dangerous Thing 
•  Knowledge about 

specific vulnerabilities 
is dangerous 
–  Can you trust insiders 

with this knowledge? 
•  Try to separate the 

testing methodology 
from the results 
–  Build checks and 

balances into your test 
procedures 
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An SDLC for ICS – End-Users 
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Advantages of Proactive Security Testing 
•  Can protect yourself “immediately” 

–  Compensating controls 

•  After you deploy the controls, your risk goes down 
–  Can work with vendors at your leisure 
–  If someone else discloses this issue, you are already protected 

•  Risk is never 0… 
–  Security testing must be top-of-mind at all times 

•  Security is a process 
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End-Users vs. Vendors? 
•  Shouldn't vendors do all this testing? 

•  Every control system is highly customized 

•  How can a vendor test all possible combinations of all 
equipment deployed in the last 20+ years from all possible 
other vendors? Oh, and in all possible configurations?? 
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Security Testing Is Here 
•  How will it be used? 

–  This isn’t end-users vs. vendors… 
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