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• Cyber threat growing in magnitude and importance and most risk 
analyses do not consider combined threats. 

• Many nuclear weapon / weapon phenomenology models – but 
uncertain applicability to Nuclear Command and Control System 
(NC2) analysis show that an integrated threat vector models (e.g., 
cyber + EMP) do not exist.

Refernce: Assessing the Surety of the Evolving US Nuclear Command and Control System: Phase I Final Results and Path Forward,
Information Exchange Briefings, December 17, 2008, by Steve Rinaldi, Sandia National Laboratories
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AMERICA'S HIDDEN VULNERABILITIES 
Crisis Management in a Society of Networks

• The United States relies for its very existence--economically, socially, 
and politically--on an extraordinary sophisticated and intricate set of 
networks for energy distribution, communication, and transportation. 
Because these networks also rely upon each other, a truly serious 
disruption in any one will cascade quickly through the others, rending 
the vital fabric of our nation at its most crucial points. Under these 
circumstances, the ability to respond to national security crises will at 
least be severely constrained and may be completely interrupted for 
some crucial interval. Thus, in addition to their serious vulnerabilities to 
accidents and nature, these networks present a tempting target to 
terrorists and to any antagonist contemplating an international move 
contrary to U.S. interests. 
Footnote: AMERICA'S HIDDEN VULNERABILITIES Crisis Management in a Society of Networks, A Report of the Panel on Crisis Management 
of the CSIS, CSIS Science and Technology Committee, Center for Strategic and International Studies, Georgetown University, Washington, 
D.C., 1984 
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Cybersecurity a quality problem 
for at least the last twenty years

• Lack of constancy of purpose: There must be a clear goal related to security, 
privacy, and assurance beyond the immediate reactive efforts. 

• Emphasis on short term results
• Audits and Self Assessment Deficiencies: Auditors find and report on 

troubling exploitable vulnerabilities and inadequacy of controls
• Cybersecurity objectives for industry or government are not well defined.
• Mobility of Management: Does not imbue trust in employees, contractors.
• Measurements are Meaningless: Since less than five percent of intrusions are 

ever detected by Vendors, systems administrators and users
• Recovery costs far outweigh prevention: Numerous studies of software quality 

and physical design have shown that designing it right the first time is far 
more cost effective than piecemeal reinforcements and recovery efforts.

• Excessive potential liabilities: The potential for product liability and 
negligence often keeps security on the hush for fear of potential consequences 
if the vulnerabilities be known or inadequate corrective actions applied. 

Footnote: http://www.afcea.org.ar/publicaciones/kluepfel.htm
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The domain expert shared the Bellcore Security 
Information Exchange (containing all the attacks, 
vulnerabilities, and countermeasures for PSN, 
INTERNET, PBX, SONET, the AIN and all known 
nodes) offered to the NSTAC. That database included 
the exploits of ever known hacker and interloper 
including Pengo the German hacker who taught to LOD 
hackers how intrude into via system administrators 
tools into the PPSN’s over the internet and the PSN.

Footnote: NSTAC Network Security Scoping Task Force Report: Report of the Network Security Task Force. October 1990 
http://www.ncs.gov/nstac/reports/1990/1990%20NSTAC%20Network%20Security%20Report.pdf

http://www.ncs.gov/nstac/reports/1990/1990 NSTAC Network Security Report.pdf�
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A significant number of intrusions the PSN over the 
past several years confirm the “hackers” have 
capabilities to attack the network and some networks, 
including network elements and operations systems are 
vulnerable to hostile penetration. Service vendors and 
equipment manufactures have generally recognized the 
risk. Nevertheless, until there is confidence that strong, 
comprehensive security programs are in place, the 
industry should assume that a motivated and resourceful 
adversary, in one concerted manipulation on network 
software, could degrade at least portions of the PSN and 
monitor or disrupt the telecommunications serving 
NS/EP users.
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Internal Networks Compromised

Vendor Diagnostics Compromised
Development Lab Compromised
OAM&P Administrative Sessions Monitored

Security Data Base Penetrated / released to hacking community
Malicious Code Discovered and removed several times

Central Office Burglaries
Malicious Code inserted into Switches

R&D Systems  Isolated
Network Compilers Cleaned up

Network Scrubbed
Intruders Arrested

Network Restored 

On trusting trust:

E-Mail Purloined

Item: Large Commercial Data Network Compromise 

time

Trust

Reference: Countering Non-Lethal Information Warfare, Information Warfare: 2nd Ed, Schwartau
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Dr. Melissa Hathaway’s Sixty-Day 
Cyber Study Group

• Reviewed a considerable body of previous NSTAC work 
that led to the responses in the attached document.  The 
following themes continued to emerge and we would like to 
emphasize their significance as you proceed:
– Integration of federal cybersecurity activities under a 

single, central organizing governance structure is 
foundational to making meaningful progress.

– Collaboration with industry in the development of a legal 
framework is necessary to protect the nation’s critical 
infrastructure from cyber threats.

– Continued commitment to foster a strong public/private 
partnership is encouraged to strengthen our national 
cybersecurity posture.

References: NSTAC Response to the Sixty-Day Cyber Study Group, March 12, 2009
And  the NSTAC Response to the White House Cyber Review Questions, March 12, 2009
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NSTAC Report to the President on 
Physical Assurance of the Core

• As evidenced from the events of September 11, 2001, 
malicious attacks can cause a tremendous degree of 
destruction not only to telecommunications infrastructure, 
but also to ancillary services including power, water, and 
finance. 

• An EMP attack is one example of a malicious attack that may 
be hazardous to the telecommunications and other critical 
infrastructures (e.g., energy and financial services) that rely 
on electronic devices for functionality, the loss of which could 
compromise the network.

Reference: NSTAC Report to the President on Physical Assurance of the 
Core, November 6, 2008: 2.2.2 Threat Environment, Intentional Threats
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• Dr. William R. Graham (Chairman) (Director, OSTP; Science Advisor to 
President Reagan)

• Dr. John S. Foster, Jr. (Director LLNL; Director DDR&E)
• Mr. Earl Gjelde (Chief Engineer and Acting Director, Bonneville Power
• Administration; Under Secretary Dept of Interior, COO, Dept. of Energy)
• Dr. Robert J. Hermann (Director, NRO; Asst Sec USAF; Vice President 
• United Technologies)
• GEN Richard L. Lawson, USAF (Ret.) (DCINC US European Command; 

Director Plans and Policy JCS)
• Dr. Gordon K. Soper (PDATSD NCB; Director Nuclear Forces C3; Chief 

Scientist DCA) 
• Dr. Lowell L. Wood, Jr. (Director's Staff LLNL; Technical Advisor, SSCI & 

HASC)
• Dr. Joan B. Woodard (Exec VP & Deputy Director Sandia National Labs)
• Mr. Henry (Hank) M. Kluepfel (VP SAIC)
• Dr. Michael J. Frankel is Executive Director of the EMPC ( the nation’s 

leading experts on the effects of nuclear weapons.) 
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A Conceptual Illustration of the Interconnectedness of 
Elements Contained Within Each Critical Infrastructure
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NSTAC Report on EMP
to the President, 1985-86 

The NSTAC in its 1985 Report on EMP found that:
“consistent with its cost constraints, industry should incorporate low-cost EMP 
mitigation practices into new facilities and, as appropriate, into upgrade 
programs. For those areas where a carrier/supplier recognizes that a significant 
improvement in EMP resistance and surveillance could be achieved, but at a 
cost beyond the carrier/supplier's own cost constraints, the carrier/supplier 
should identify such options to the government for evaluation and possible 
funding.”

On October 9, 1985, the NSTAC approved the EMP Final Task Force Report and forwarded 
a recommendation to the President, calling for a joint industry and Government program to 
reduce the costs of existing techniques for mitigating high-altitude electromagnetic pulse 
(EMP)-induced transients and to develop new techniques for limiting transient effects. As a 
result, the NCS and industry, working with the ATIS - the Alliance for Industry 
Solutions - developed a set of ANSI standards and Generic Requirements[1] to address 
EMP.[2]

[1] Telcordia GR-1089-CORE.
[2] ANSI T1.320.

http://wsc01.cm4all.aplus.net/app/static/html/ieedit/ieedit.html�
http://wsc01.cm4all.aplus.net/app/static/html/ieedit/ieedit.html�
http://wsc01.cm4all.aplus.net/app/static/html/ieedit/ieedit.html�
http://wsc01.cm4all.aplus.net/app/static/html/ieedit/ieedit.html�
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EMI Immunity Standard & New EM Threat 
Potential
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Number 7-6-1051
Description Network Operators and Service Providers should work with 

Equipment Suppliers and Government entities to identify 
criteria and procedures for handling network elements 
affected by nuclear attack or nuclear accidents (e.g., shock 
wave, Electro-magnetic Pulse (EMP), Thermal, Fallout, 
fiber darkening of phosphorous based fiber cable).

Network 
Type(s)

Cable; Internet/Data; Satellite; Wireless; Wireline

Industry 
Role(s)

Service Provider; Network Operator; Equipment Supplier; 
Government

Keyword(s) Business Continuity; Disaster Recovery; Liaison;

*Network Reliability & Interoperability Council
Chairman Mr. Ivan G. Seidenberg, Chairman and CEO Verizon
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Interdependence between Power and 
Telecommunications
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Reducing the Effects of Power Outages on the 
Telecommunications Infrastructure

In a power outage, telecommunications carriers typically 
depend on battery supplies that last from 4 to 8 hours and in 
some cases fixed and mobile generators that may have up to 
72 hours of operating fuel. A key concern is the potential 
that major telecommunications facilities may not have 
primary power in the event of a long-term power outage of 
several weeks over a wide geographic area.

References: [i] http://armedservices.house.gov/calendar_past_hearings.shtml, July 10, 
2008, Dr. William R. Graham (pdf) Chair Commission to Assess the Threat to the United 
States from Electromagnetic Pulse (EMP) Attack

http://wsc01.cm4all.aplus.net/app/static/html/ieedit/ieedit.html�
http://armedservices.house.gov/calendar_past_hearings.shtml�
http://armedservices.house.gov/pdfs/FC071008/Graham_Testimony071008.pdf�
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Simulation Example: Telecommunications 
Recovery after EMP Attack

Percentage of Calls Completed 
Immediately After EMP Event

Percentage of Calls Completed 
Two Days After EMP Event

EMP Effects Contours:
Shaded contours delineate electric field levels 
generated by a notional EMP attack scenario.

Immediate Effects:
The area most negatively impacted has estimated call 
completion levels of roughly only 4%, while the area outside the 
range of the direct effects has a 73%* call completion level 
estimate. 

After two Days:
After two days the telecommunications has significantly improved 
up to 81% inside the direct effects area.

*The reason for the 73% level is that callers outside the directly affected areas are impacted by the 
inability to make calls into the affected areas due to equipment disruptions in those areas coupled with 
network congestion and high call retrial levels.
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Simulation Example: Telecommunications 
Recovery after EMP Attack (cont’d)
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• Expand the respective roles of NCS and DTRA within the Code of 
Federal Regulations (CFR) Part 215 (Federal Focal Point for EMP 
Information) to address infrastructure interdependencies related to 
NS/EP telecommunications services.

• Ensure that emergency telecommunications services continue to 
operate as new technologies are introduced

• Implement a comprehensive and continuing testing program for different 
types of equipment and facilities

• Improve the ability of the telecommunications system to survive a loss of 
electrical power

• Conduct exercises to refine contingency operations (e.g., LTO)
• Prepare other critical infrastructure systems for potential losses of 

telecommunications  and power and other SACDA supported systems
• References: [i]http://armedservices.house.gov/calendar_past_hearings.shtml, July 10, 

2008, Dr. William R. Graham (pdf) Chair Commission to Assess the Threat to the United 
States from Electromagnetic Pulse (EMP) Attack

http://wsc01.cm4all.aplus.net/app/static/html/ieedit/ieedit.html�
http://armedservices.house.gov/calendar_past_hearings.shtml�
http://armedservices.house.gov/pdfs/FC071008/Graham_Testimony071008.pdf�
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Vulnerability of U.S. Electric Power 
Infrastructure 

Melted 500kV transformer coil  from EM 
induced flux creating a hot spot

Substation Transformer

Electric power is key to a functioning society and military.  EMP induced destruction 
of power grid components could substantially delay recovery.

• EMP induced functional collapse of the electrical power 
grid risks the continued existence of US civil society

– Immediate EM transients likely to exceed capabilities 
of protective safety relays

– Late time EMP could induce currents that create 
significant damage throughout the grid

• National electrical grid not designed to withstand 
widespread simultaneous functional collapse

• Procedures do not exist to perform “black start”
– Restart would depend on telecom and energy transport 

which depend on power
• If damaged, restoration of the National power grid 

could take months to years  
– Typical 500kV transformer is custom tailored to 

application
– Spares are seldom available
– Manufacturing performed offshore
– Normal delivery time months to more than a year
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• EMP presents a less significant direct threat to 
telecommunications than it does to the National 
Power grid but would nevertheless disrupt or 
damage a functionally significant fraction of the 
electronic circuits in the Nation’s 
telecommunications systems in the region 
exposed to EMP (which could include most of the 
United States).

• EMP attack could damage a functionally 
significant portion of the Electric Power Grid 
resulting in prolonged power -and synergistic 
system –outages. (Mainly because EMP is not in the Standards 
unlike Telecom).
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Power Plant Vulnerability
Electric Power Sector

• Report HEMP Effects on military systems
– NAVY SHIPS: Summarize free field illumination tests and cable 

current isolation measurements
– SATELLITE COMMUNICATIONS FACILITY: Survey condition of 

hardening measures 
• Goal: Survey 3-5 plants.

– Three generation owners declined to participate
– Nuclear Regulatory Commission (NRC) Controls Branch is 

conducting similar EMP audits in concert with Sandia National 
Laboratory: TVA Nuclear, FERMI

• Results: Power plant electronics are highly susceptible to E1 induced 
transients and E1 HEMP and may experience simultaneous damage 
and regional shutdown

• E2 and E3 transients may damage telephone and data circuits and 
• Power plants cannot operate manually absent DCS central control
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Typical As – Found 
Unshielded Power Cables 

For Official Use Only

For Official Use Only
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National Infrastructure Protection Plan (NIPP) Risk 
Management

TRANSITION 
Sector 

Specific Plan

STAND-UP EMP Program 
09-16 17-18

2019

COMPLIANCE 
TRANSITION

For Official Use Only
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Congressional Research Service  Report 
for Congress

“Several nations, including reported sponsors of terrorism, 
may currently have a capability to use EMP as a weapon for 
cyber warfare or cyber terrorism to disrupt communications 
and other parts of the U.S. critical infrastructure. Also, some 
equipment and weapons used by the U.S. military may be 
vulnerable to the effects of EMP.”

Source: High Altitude Electromagnetic Pulse (HEMP) and High Power Microwave 
(HPM) Devices: Threat Assessments, March 26, 2008
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Aircraft could be brought down by 
"E-bombs"

Electromagnetic pulse weapons capable of frying the electronics 
in civil airliners can be built using information and components 
available on the net, warn counterterrorism analysts. All it would 
take to bring a plane down would be a single but highly energetic 
microwave radio pulse blasted from a device inside a plane, or on 
the ground and trained at an aircraft coming in to land..

"These will become more of a threat as the electromagnetic 
weapons technology matures"  

http://www.newscientist.com/article/mg20227026.200-aircraft-could-be-brought-down-by-diy-ebombs.html 
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